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Abstract

Critical Infrastructures (Cls) provide essential goods and services for modern society; they are highly integrated and have
growing mutual dependencies. Recent natural events have shown that cascading failures of CIs have the potential for multi-
infrastructure collapse and widespread societal and economic consequences. Moving toward a safer and more resilient
society requires improved and standardized tools for hazard and risk assessment of extreme events, and their systematic
application to whole classes of CIs. Among the most important assessment tools are the stress tests, designed to test the
vulnerability and resilience of individual CIs and infrastructure systems in natural disasters. We present the main results of
the STREST project regarding extreme event quantification with focus on extreme earthquakes and extreme earthquake
consequences. We show that extremes result from the combination of stochastic, site-specific and/or explicit physical
processes. The stochasticity of earthquake risk is represented by random phenomena (e.g., random earthquake clusters,
spectral acceleration sigma) and model uncertainties. Site-specific aspects include geotechnical properties, near-source
effects and ground shaking spatial correlations, which can locally increase the seismic risk. Finally, physical processes
include maximum fault rupture propagation, earthquake interactions (i.e., aftershocks) and associated vulnerability changes,
inter-hazard interactions (e.g., tsunamis, landslides), natech interactions (i.e., domino effects within the CI system following
an earthquake), and additional CI interactions. Combination of all these processes tends to yield more extremes (fattening
the risk curve) based upon which the CI stress test is made. The different steps of the STREST stress test method are
presented in a companion paper.
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1. Introduction

The “Harmonized approach to stress tests for critical infrastructures against natural hazards” (STREST) project
(2013-2016, www.strest-eu.org) aimed at investigating the main processes that could exacerbate earthquake
hazard and risk (i.e. extremes or tail events) and which should therefore be considered in the stress tests of
critical infrastructures (Cls). Taking as example the 2011 Fukushima disaster, some of the main issues leading to
this catastrophe were the incorrect evaluation of the earthquake maximum magnitude and of the domino effects
across the different elements of the nuclear power plant (NPP) extended system [1]. The need for “a targeted
reassessment of the safety margins” of Cls has since then become very clear [2]. This targeted reassessment does
not only apply to NPPs but to other types of Cls. The Cls considered in the STREST project are reported in
Table 1 and pictured in Fig. 1. The Cls are categorized into three classes: (A) individual, single-site
infrastructures with high risk and potential for high local impact and regional or global consequences; (B)
distributed and/or geographically-extended infrastructures with potentially high economic and environmental
impact; and (C) distributed, multiple-site infrastructures with low individual impact but large collective impact
or dependencies. In the present paper, we show that extremes result from the combination of stochastic, site-
specific and/or explicit physical processes. These processes are listed in Table 1 and described individually in
the following sections.
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Fig. 1 — The six critical infrastructures (Cls) considered in the STREST projec

2. Extremes emerging at the natural hazard level

2.1 Model uncertainties (stochastic process)

The most popular framework to account for model uncertainties is the logic tree [3; 4]. Fig. 2 shows an example
of logic tree that describes different Peak Ground Velocity (PGV) ground motion models calibrated to induced
seismicity (our CI-B2 Groningen gas network case). This simple example shows that PGV varies within two
orders of magnitude when considering the full range of the logic tree (grey curves) for a 3 km deep induced
earthquake of magnitude 4. It means that this event is from barely perceptible to strongly perceptible by the local
population [5]. These uncertainties can however be reduced by taking into account regional geotechnical
properties (see section 2.4; black curves in Fig. 2). Model uncertainty (at both hazard and risk levels) is a well-
known issue, therefore not discussed in more detail here. Let us just note that adding more knowledge may lead
to uncertainty increase (i.e. model diversification) or reduction (i.e. model convergence, site-specific data).
However, in both cases, there is no a priori trend in the overall hazard evolution. Model uncertainty is therefore
not an exacerbating process that would systematically generate more extreme events, in contrast with some other
processes described below. As shown in the STREST companion paper, the evaluation of model uncertainty is
required at most levels of the CI stress test framework.
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Table 1 — Potentially exacerbating hazard and risk processes considered at different non-nuclear Cls
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Fig. 2 — Logic tree with the attenuation functions proposed by [6] for induced seismicity. Considering a stress
drop Ao = 3-17 bars and the attenuation factors O = 20 and k¥ = 0.04 s [7] for the Groningen gas field (CI-B2),
both uncertainties and absolute PGV values are reduced (black curves) (for fragility functions of pipelines on the
Groningen gas network, see [8]).
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2.2 Ground motion sigma (stochastic process)

Probabilistic hazard assessments methods all depend, directly or indirectly, on the probability distributions of
input parameters. For example, ground-motion models describe the distribution of ground motion in terms of a
median and a logarithmic standard deviation. This standard deviation generally referred to as sigma (o) exerts a
strong influence on the results of probabilistic seismic-hazard analysis (PSHA) for low probabilities of
exceedence; because ground-motion parameters are generally log-normally distributed, the value of the predicted
ground motion will vary as an exponential function of any positive or negative increment in the value of sigma.
Sigma has become a topic of particular importance in the evaluation of ground motions used for the design of
Cls. The availability of well-recorded ground motions at single sites from multiple earthquakes in the same
regions has allowed refining this ground-motion variability used for simulations [9] or site-specific analyses
[10]. These new databases also give the opportunity to better evaluate the correlation of ground motion across
spectral periods [11]. Site-specific correlation models, taking into account magnitude and region dependencies,
have been developed for Europe. These correlation models have also been used to derive site-specific
conditional site spectra. While the expected loss (if additive) remains unchanged, the variance is underestimated
if the correlations discussed above are neglected.

2.3 Coinciding events (stochastic process)

Coinciding events can be defined as the random occurrence of more than one event within a relatively small
spatiotemporal window. The probability of a cluster composed of X events is the product of the individual
probabilities of occurrence. While random clusters are rare by their nature, they concentrate hazard in space and
time and participate to an increase in scenario complexity with (n+X-1)!/(X!(n-1)!) possible combinations (with
possible event repeats) in a pool of n possible events. Due to the hazard concentration, risk effects are non-linear
with the losses due to the cluster expected loss not necessarily the sum of the individual event expected losses
(see section 3.1). Coinciding events are likely to exacerbate the risk but are rarer than correlated events (for a
fixed set of events). Both are investigated in parallel in section 2.8. It should be noted that standard seismic
hazard and risk analyses do not consider the case of random combinations of earthquakes due to the rarity of
such clusters [12]. These “perfect storm” events can however become relevant in stress tests. They are easy to
assess at the hazard level since they follow a basic Poisson process (a Monte Carlo approach becomes useful
with increasing n).

2.4 Geotechnical properties (site-specific process)

Site-specific response analyses can be performed to reduce uncertainties in PSHA. An example is shown here for
the Thessaloniki Port infrastructures (CI-B3). An extreme earthquake rupture scenario breaking along the whole
Anthemountas fault zone with a characteristic magnitude M,, of 7.0 is considered (4975-year return period),
including the potential of liquefaction (see also [8]). The median plus one standard deviation spectrum provided
by [13] was selected as the target spectrum. Ten synthetic accelerograms were computed to fit the target
spectrum, and broadband ground motions were generated to be used as input for non-linear site response
analyses using 3D physics-based “source-to-site” numerical simulations. Three representative soil profiles were
considered for the site response analysis [14], including in situ geophysical and laboratory tests as well as new
array measurements of microtremors. Time-domain 1D equivalent-linear and nonlinear site response analyses
including were carried out using the STRATA [15] and CycliclD [16] codes. In the latter, the liquefaction
model is based on multi-yield-surface plasticity. The uncertainty in the Vs profiles represented by the scatter of
the field measurements was evaluated in the simulations, considering a standard deviation of the natural
logarithm of the Vs equal to 0.2 in the base-case geotechnical models. Figure 3 presents the derived median and
median * standard deviation elastic 5% response spectra at the ground surface for one of the selected soil
profiles while Figure 4 shows indicative results of the nonlinear site response analysis for the selected input
motions for the same soil profile (median Vs profile). From such analysis, we can conclude that the EQL
approach predicts significantly larger spectral values (with flatter spectral shapes) compared to the NL spectral
shapes, which is due to the fact that the liquefaction model of Cyclicl1D can accommodate yielding and
permanent ground deformations due to lateral spreading at high strain levels, which may attenuate high-
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frequency surface motions. This indicates the complexity of the process, on one side a decrease of ground
shaking and on the other side an increase of permanent ground deformation due to liquefaction.
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Fig. 3 — Median + standard deviation elastic 5% response spectra at the ground surface for one soil profile when
using the equivalent linear (EQL) and nonlinear (NL) approaches.
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2.5 Near-source effects (site-specific process)

Sites located in proximity to seismic faults are prone to near-source effects related to the geometry of rupture
propagation. From a structural engineering point of view, the most important among these phenomena is forward
directivity. During fault rupture, shear dislocation can propagate at a speed near shear wave velocity. This can
result in wave fronts, generated at different points along the fault, arriving at sites aligned with the direction of
rupture propagation (e.g, Fig. 5a) at the same time, delivering most of the seismic energy in a single double-
sided pulse registered early in the velocity record (Fig. 5b). Such pulse-like ground motions result in an increase
of the amplitudes of elastic and inelastic structural response, for structures within a certain range of periods of
natural vibration, which depends on the period of the velocity pulse. In STREST, near-source probabilistic
seismic hazard analysis (NS-PSHA) was employed [17] to account for the effect of impulsive motions on
seismic actions for structural design. These hazard calculations involved the probabilistic consideration of finite
fault rupture scenarios coupled with empirical relations for the probability of pulse occurrence and the resulting
amplification of spectral ordinates. Furthermore, a procedure for incorporating this effect into inelastic structural
response (and consequently into the design of structures at near-source sites) was proposed [18]. This procedure
employs the results of NS-PSHA disaggregation, which provides the conditional probability density of pulse
period (Fig. 5¢) and the conditional probability of pulse occurrence, given a design scenario. This information is
used to calculate the mean value of inelastic demand, according to a semi-empirical equation for pulse-period-
dependent inelastic spectra (Fig. 5d). This average inelastic spectral amplification can, in turn, be incorporated
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into a static non-linear analysis, providing structural demand for the design scenario. It was shown that at near-
source sites, directivity effects could be very influential with respect to structural performance objectives.
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Fig. 5 — Near-source sites with alignment prone to directivity effects (a), velocity time-history of a pulse-like
ground motion recorded at AQK station, L’ Aquila, Italy, 2009 earthquake (b), probability density of pulse period
conditional on a design scenario (c), predictive equation for mean inelastic displacement ratio of pulse-like
ground motions (d) adapted from [17,18].

2.6 Spatial correlations (site-specific process)

Monte-Carlo simulations using multi-scale random fields have been developed to incorporate spatial
correlations, near-fault directivity effects (section 2.5) and fault permanent displacements. These factors, not
taken into account within classical PSHA, are of primary importance for the risk assessment of geographically
distributed and extended structures (e.g. pipelines at CI-B1). Annual exceedance rates of dynamic ground-
motion intensity measures (GMIMs) (e.g., peak ground acceleration-PGA, peak ground velocity-PGV and
spectral acceleration-Sa) as well as permanent fault displacement have been computed taking into account these
spacial correlations and directivity effects [19].

2.7 Rupture propagation (physical process)

While earthquake ruptures are known to potentially propagate over several segments (by jumping, bending or
branching), fault segments are still modelled as individual faults in standard PSHA models. Only in the most
recent version of the Uniform California Earthquake Rupture Forecast (UCERF3) is a process of rupture
propagation considered [20]. In STREST, we developed an algorithm to generate sets of cascade ruptures by
combining fault segments defined from PSHA models following criteria based on dynamic stress considerations
[21] (Fig. 6). These criteria, defined from empirical observations and published dynamic stress simulations, are
mainly: (/) a maximum jump distance A allowed between segments and (ii) a maximum strike difference 8
allowed between two segments. The algorithm outputs cascade ruptures of length L,,,,. The maximum magnitude
M, 1s then estimated using different magnitude-length relationships. Fig. 6 compares the 2013 European
Seismic Hazard Model (ESHM13) M,,,, map [22] with the new one of [21] in the case of the Anatolian
Peninsula, Turkey (CI-B1; with A =10 km and & = 30°). The new map indicates an increase of M,,,, from about
0.5 to 1.5. This process yields more extremes by shifting the magnitude upper bound to higher values. While
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such events do not control the overall hazard due to low probabilities of occurrence, they must be considered in
stress-test what-if scenarios (e.g., in seismic response analysis of buried pipelines at fault crossings [23]).
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Fig. 6 — M,,,. maps of the Anatolian Peninsula, Turkey (CI-B1); adapted from [21].
2.8 Hazard interactions (physical process)

Hazard interactions can nowadays be systematically included in multi-hazard and multi-risk assessment
thanks to Markov Chain Monte Carlo methods [24-26]. Earthquakes can trigger other earthquakes (aftershocks),
landslides, tsunamis and various kinds of industrial accidents (see section 3.2). We considered in STREST
several cases of hazard interactions, including: (i) earthquake clustering in northern Italy (CI-C1) [25] and (if)
multiple hazard interactions at a Swiss dam (CI-A2) [26]. Fig. 7a shows a simplified ESHM13 fault map of
northern Italy and an example of Coulomb stress transfer Ac calculation. All Ao estimates for trigger/target
segment couples were defined in a hazard correlation matrix and the clock changes described by a non-stationary
Poisson process [25]. Millions of annual time series were generated for different hypotheses. Results are
compared in terms of aggregated damage in Fig. 7b with Npgs: the number of buildings in damage state 4 or 5
(heavy to extreme damage). Here generic building capacity curves were used but precast fragility curves were
also developed for STREST (CI-C1) [27-28]. Fig. 7b shows that considering earthquake clustering yields a
fattening of the risk curve. This phenomenon becomes important at low probabilities, indicating that standard
PSHA may not require such approach. Stress tests should however consider earthquake clustering (both random,
section 2.3, and triggered) since it systematically exacerbates the risk compared to the view of considering only
individual events [12]. The damage-dependent vulnerability hypothesis is discussed in section 3.1. Hazard
interactions at the dam interface are discussed in section 3.2.

3. Extremes emerging at the industrial hazard and risk levels
3.1 Damage-dependent vulnerability (physical process)

Risk assessment of structures subjected to multipe seismic events, for example at the time-scale of weeks/months
around a major event, is gathering increasing research attention due to the compelling need for decision makers
to have quantitative tools available that enable the management of such a risk. This is because major earthquakes
(i.e., mainshocks) typically trigger a sequence of lower-magnitude events clustered in both time and space,
which may be damaging for exposed assets. Therefore, risk management for structures in the post-event
emergency phase has to deal with this short-term seismicity. Indeed, because the structural systems of interest
might have suffered some damage during the mainshock, possibly worsened by damaging aftershocks, the
failure risk may be large (e.g., unacceptable) until the intensity of the sequence reduces or the structure is
repaired. Fig. 8 sketches out the problem at hand, that is, during an aftershock sequence there may occur
threatening events that could further damage an already affected structure, eventually leading to collapse (see
also Fig. 7b). This issue may be addressed by modeling the combination of the stochastic processes of damage
progression and aftershock occurrence. Recent advancements in PSHA allow assessing hazard of aftershocks
following a major event, so-called aftershock probabilistic seismic hazard analysis (APSHA). It was shown that,
if a probabilistic model for the vulnerability of structures accumulating seismic damage is available, its
combination with APSHA provides a time-variant seismic risk for the structure during the sequence [29]. It is to
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note that damage accumulation makes common fragility curves inadequate to tackle this problem. In fact,
fragility curves, suitably adapted for this context (e.g., state-dependent fragilities) may be employed in those
cases when the damage accumulation is purely state-dependent; e.g., a Markovian process; see [30].
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Fig. 7 — a. Fault segments in northern Italy with example of Ac field (CI-C1); b. Risk curve showing a tail
fattening; adapted from [25].

3.2 Natech and CI element interactions (physical process)

In a complex system, elements are interconnected and their relationship is multifaceted following a specific
hierarchy; inter- and intra-dependencies among components and networks are highly affecting the performance
of CIs. In general, interactions can be classified as direct, e.g. physical or functional dependencies and indirect,
which include cyber, collocation, restoration, substitute, sequential, logical, general and societal dependencies.
Their significance is also variable, depending on the type of CI and the functions of interacting components.
Assessing the interdependencies in the STREST case studies, it has emerged that physical and geographic
dependencies are the most common ones in all the Cls, while direct dependencies are in most cases classified at
least as of high significance. The performance of each CI is addressed using appropriate methods and evaluation
measures, based on integrated models of critical infrastructure systems [31]. In such models, the dependencies
between components and/or systems are accounted for and the systemic performance of the infrastructures
(systems or system of systems) is evaluated. As a first example, reference is made to the methods and tools
developed for the probabilistic assessment of the systemic performance and loss of harbours exposed to
earthquakes (our CI-B3 case), simulating port operations and considering also the interactions among port
elements [32]. The analysis is based on an object-oriented paradigm where systems are described through a set
of classes, characterized in terms of attributes and methods, interacting with each other [33]. The final goal is to
assess the exceedance probability of different levels of performance loss for each system under the effect of any
possible seismic input calculated based on the estimated damages and functionality losses of the different
components. This output, represents the performance curve (Fig. 9), where the port activity is defined as the total
number of containers handled (loaded and unloaded) per day, in Twenty-foot Equivalent Units (TEU).
Disaggregation and correlation procedures are also used at a probability level (e.g. design scenario) and loss
level (e.g. unacceptable loss, as defined by stakeholders) in order to define the most critical elements for the
functionality of the port system. As a second example, the interactions at the dam interface (CI-A2) and impact
on outflow and element integrity are given in Fig. 10 [26]. In this case, the Generic Multi-Risk (GenMR)
framework was used [24] with interactions between natural events (earthquakes, floods, landslides) and dam
element failures (bottom outlet, spillway, hydropower) described in a hazard correlation matrix (see also [34]).
Overall we observed that considering interactions led to higher probabilities of dam failure (for a conceptual
embankment dam). Yet, those remained far beyond existing safety margins (in Switzerland, CI-A2). For another
case of Natech interaction at the STREST CI-A1 site, see [35].
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4. Conclusions

Uncertainties related to the prediction of extreme events are large. We developed methods in STREST to capture
those uncertainties but also reduce them — where possible — by a better understanding of underlying stochastic,
site-specific and other physical processes. Their combined effects are non-trivial and require full modelling to
estimate the overall risk increase (or decrease). These different models may not apply to all types of Cls. A stress
test workflow that implements these models is described in the STREST companion paper [36]. The
ST@STREST workflow (Fig. 11), comprises four phases: 1) Pre-Assessment phase; 2) Assessment phase; 3)
Decision phase; and 4) Report phase. Each phase is subdivided into a number of specific steps, with a total of 9
steps. Three conceptual frameworks, which are termed Stress Test Levels (ST-Ls), have been structured in
ST@STREST: ST-L1 based on single-hazard component check, ST-L2 based on single-hazard system-wide
Probabilistic Risk Assessment, and ST-L3 based on multi-hazard system-wide Probabilistic Risk Assessment.
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Fig. 9 — Mean annual frequency curves for performance loss of the container terminal at Thessaloniki’s port,
with and without interaction with electric power network and building collapses [32].
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Fig. 11 — Workflow of ST@STREST methodology [36].
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